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Question #1Topic 1 

An administrator configures the performance service-level agreement (SLA) with the probe mode, 

Passive. 

What are two observable impacts of this configuration? (Choose two.) 

A. FortiGate passively monitors the member if ICMP traffic is passing through the member. 

B. The performance SLA measures the performance only on the preferred link. 

C. FortiGate can offload traffic subject to passive monitoring to hardware. 

D. FortiGate passively monitors the member if TCP traffic is passing through the member. 

E. The SLA performance falls back to active monitoring when no traffic has been detected for 3 

minutes. 

Correct Answer: BD 

 

Question #2Topic 1 

You want to configure two static routes. One that references a zone and the second one that 

references an SD-WAN member that belongs to that zone. 

Which statement about this scenario is true? 

A. You cannot create static routes that reference an SD-WAN zone. 

B. The destination subnets must be different. 

C. You cannot create static routes for individual SD-WAN members. 

D. The destination subnet of routes defined for the zone must overlap the subnet of the route 

defined for the member. 

Correct Answer: B 
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Question #3Topic 1 

When you deploy SD-WAN, you can choose from several common designs. Each design best 

applies to specific contexts. 

Which two statements correctly associate a common SD-WAN design with its main indication or 

constraint? (Choose two.) 

A. Use a remote breakout design to centralize the traffic security inspection and allow local devices 

with limited capabilities. 

B. Use secure private access for companies with remote users. 

C. Use a cloud on-ramp topology to centralize the web traffic inspection and limit local 

management requirements. 

D. Use a standalone design for sites that do not require HA redundancy. 

Correct Answer: AB 

 

Question #4Topic 1 

Which two components are part of onboarding a proxy-based endpoint for secure internet access 

(SIA)? (Choose two.) 

A. Proxy auto-configuration (РАС) file 

B. FortiClient software 

C. FortiSASE certificate authority (CA) certificate 

D. Tunnel policy 

Correct Answer: AC 

 

Question #5Topic 1 

What are two benefits of deploying secure private access with SD-WAN? (Choose two.) 

A. Support of both TCP and UDP applications 

B. ZTNA posture check performed by the hub FortiGate 

C. A direct access proxy tunnel from FortiClient to the on-premises FortiGate 

D. Inline security inspection by FortiSASE 

Correct Answer: AD 
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Question #6Topic 1 

In an enterprise deployment of FortiSASE, single sign-on (SSO) is used to streamline user 

authentication across security services. 

Which statement correctly describes an SSO capability on FortiSASE? 

A. It bypasses identity verification when users access trusted networks. 

B. It allows authentication to be delegated to an external identity provider such as Azure AD or 

SAML-based identity providers (IdPs). 

C. It stores user credentials locally on FortiSASE to reduce dependency on external systems. 

D. It requires users to authenticate separately for each security service for improved segmentation. 

Correct Answer: B 

 

Question #7Topic 1 

How is the geofencing feature used on FortiSASE? 

A. To restrict application access based on time of day in specific countries 

B. To monitor and block access to personal content from specific countries 

C. To encrypt data at rest on endpoints located in specific countries 

D. To allow or block remote user connections to FortiSASE points of presence (POPs) based on 

source country 

Correct Answer: D 
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Question #8Topic 1 

Refer to the exhibit. 

 
You want to configure SD-WAN on a network, as shown in the exhibit. 

The network contains many FortiGate devices. Some are used as next-generation firewalls (NGFW), 

and some are installed with extensions such as FortiSwitch, FortiAP, or FortiExtender. 

Which factors should you consider when planning your deployment? 

A. You should exclude the FortiGate devices with two types of extensions from the SD-WAN 

topology. 

B. You should build multiple SD-WAN topologies. Each topology should contain only one type of 

extension. 

C. You can build an SD-WAN topology that includes all devices. The hubs can be FortiGate devices 

with FortiExtender. 

D. You can build an SD-WAN topology that includes all devices. You must define multiple regions 

and group devices by extension type. 

Correct Answer: C 
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