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Question #1 Topic 1 

Refer to the exhibit, which displays the domain configuration of a FortiMail device running in 

transparent mode. 

 
Based on the exhibit, which two sessions are considered incoming sessions? (Choose two.) 

A. DESTINATION IP: 192.168.54.10 MAIL FROM: accounts@example.com RCPT TO: 

sales@example.com 

B. DESTINATION IP: 10.25.32.15 MAIL FROM: training@example.com RCPT TO: 

students@external.com 

C. DESTINATION IP: 172.16.32.56 MAIL FROM: mis@hosted.net RCPT TO: noc@example.com 

D. DESTINATION IP: 172.16.32.56 MAIL FROM: support@example.com RCPT TO: 

marketing@example.com 

Correct Answer: AB 
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Question #2 Topic 1 

Refer to the exhibits, which show a topology diagram (Topology) and a configuration element (IP 

Policy): 

 

 
An administrator has enabled the sender reputation feature in the Example_Session profile on 

FML-1. After a few hours, the deferred queue on the mail server starts filling up with undeliverable 

email. 

Which two changes must the administrator make to fix this issue? (Choose two.) 

A. Disable the exclusive flag in IP policy ID 1. 

B. Clear the sender reputation database using the CLI. 

C. Apply a session profile with sender reputation disabled on a separate IP policy for outbound 

sessions. 

D. Create an outbound recipient policy to bypass outbound email from session profile inspections. 

Correct Answer: AD 
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Question #3 Topic 1 

Refer to the exhibit, which shows the Authentication Reputation list on a FortiMail device running 

in gateway mode. 

 
Why was the IP address blocked? 

A. The IP address had consecutive administrative password failures to FortiMail. 

B. The IP address had consecutive SSH login failures to FortiMail. 

C. The IP address had consecutive IMAP login failures to FortiMail. 

D. The IP address had consecutive SMTPS login failures to FortiMail. 

Correct Answer: D 
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Question #4 Topic 1 

Refer to the exhibits, which show an email archiving configuration (Email Archiving 1 and Email 

Archiving 2) from a FortiMail device. 

 

 
What two archiving actions will FortiMail take when email messages match these archive policies? 

(Choose two.) 

A. FortiMail will archive email sent from marketing@example.com. 

B. FortiMail Will allow only the marketing@example.com account to access the archived email. 

C. FortiMail will exempt spam email from archiving. 

D. FortiMail will save archived email in the journal account. 

Correct Answer: CD 
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Question #5 Topic 1 

Refer to the exhibit, which displays a history log entry. 

 
In the Policy ID column, why is the last policy ID value SYSTEM? 

A. It is an inbound email. 

B. The email matched a system-level authentication policy. 

C. The email was dropped by a system blocklist. 

D. The email did not match a recipient-based policy. 

Correct Answer: D 

 

Question #6 Topic 1 

A FortiMail is configured with the protected domain example.com. 

On this FortiMail, which two envelope addresses are considered incoming? (Choose two.) 

A. MAIL FROM: support@example.com RCPT TO: marketing@example.com 

B. MAIL FROM: accounts@example.com RCPT TO: sales@external.org 

C. MAIL FROM: training@external.org RCPT TO: students@external.org 

D. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com 

Correct Answer: AD 
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